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PAGE 01 STATE 119116 
67-62 

ORIGIN SS-10 

INFO OCT-01 ISO-OO SSO-OO /Oil R 
66619 

DRAFTED BY S/S-0:JMEALUM:MNH 
APPROVED BY S/S-0:JMEALUM 
S/S:WLUERS 

075727 

O 072120Z JUN 74 
FM SECSTATE WASHDC 
TO AMCONSUL JERUSALEM IMMEDIATE 
THE WHITE HOUSE IMMEDIATE 

LIMITED OFFICIAL USE STATE 119166 

WHITE HOUSE PLEASE PASS SALZBURG 

FOLLOWING REPEAT STATE 1 19166 ACTION CAIRO TEL AVIV DAMASCUS 
AMMAN JIDDA GENEVA OTTAWA VIENNA 06 JUN 1974. QUOTE: 

LIMITED OFFICIAL USE STATE 119166 

E.O. 11652: N/A 

TAGS: OVIP (NIXON. RICHARD M.) 

SUBJECT: COMMUNICATIONS FOR SECRETARY DURING PRESIDENT’S 
VISIT: SPECIAL SUMMARIES AND SPECIAL CAPTIONS 
REF: (A) STATE 216511, (B) STATE 216512 (NOVEMBER 1973), 

(C) DAMASCUS 1021 NOTAL 

1. DEPARTMENT WILL SEND A DAILY SPECIAL ALL SOURCE SUMMARY 
FOR THE SECRETARY WHILE HE IS AT ACTION ADDRESSEE POSTS. 

THE SPECIAL SUMMARY WILL BE CAPTIONED NODIS OR EXDIS AND 
BE IN TOSEC SERIES. IT SHOULD BE DELIVERED IN REQUISITE 
NUMBER OF COPIES ONLY TO THE S/S TEAM MEMBERS OR THOSE 
DESIGNATED BY THEM. 

2. THE SPECIAL SUMMARY WILL BE SENT BY IMMEDIATE CABLE 
FROM THE DEPARTMENT OPERATIONS CENTER. IT WILL BE NUMBERED 
LIMITED OFFICIAL USE 

LIMITED OFFICIAL USE 

PAGE 02 STATE 119116 

CONSECUTIVELY AND SHOULD NORMALLY BE RECEIVED BY 0400 DAILY. 
IF NOT RECEIVED BY THIS TIME, COMMUNICATIONS SUPERVISOR 
SHOULD, ON OWN INITIATIVE, SEND AN IMMEDIATE SERVICE. THE 
SPECIAL SUMMARY SHOULD BE SET UP WITH THREE LINES BETWEEN 
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ITEMS. MATS SHOULD BE PROOFED BEFORE REPRODUCTION. 

3. INSTRUCTIONS RE ALL SOURCE ASPECT OF SPECIAL SUMMARY 
CONTAINED IN REFTELS (A) AND (B). 

4. OCCASIONALLY, WHEN SPEED IS ESSENTIAL, CERTAIN SENSI 
TIVE MESSAGES IN THE TOSEC/SECTO SERIES MAY EMPLOY THE 
CAPTION QUOTE EXDIS (DISTRIBUTE AS NODIS) UNQUOTE. 

LACK OF NECESSITY TO DOUBLE ENCRYPT MESSAGE ON EITHER END 
CAN MEAN AS MUCH AS ONE AND HALF HOURS SAVED IN PROCESSING 
TIME. ALL SUCH MESSAGES TRANSIT ALL RELAY POINTS, IN- 
CLUDING THE DEPARTMENT, AUTOMATICALLY. ADDRESSEES ARE 
CAUTIONED THAT THIS CAPTION SHOULD BE INTERPRETED 
LITERALLY. ALTHOUGH THESE MESSAGES WILL BE TRANSMITTED 
EMDIS, UPON RECEIPT ALL ADDRESSEES SHOULD FOLLOW STANDARD 
NODIS PROCEDURES, AS MODIFIED BY TOSEC/SECTO CONSTRAINTS, 

IN MAKING DISTRIBUTION. S/S TEAM WILL HANDLE ALL TOSEC/ 

SECTO DISTRIBUTION PER INSTRUCTIONS TO EACH ADDRESSEE IN 
SEPTEL. 

5. WHEN PRIVACY IN TRANSMISSION IS PARAMOUNT, ADDRESSEES 
SHOULD CONTINUE TO USE NODIS CAPTION. TO SPEED UP THE 
TRANSMISSION TIME ADDRESSEES ARE AUTHORIZED TO TRANSMIT 
ALL CATEGORIES OF NODIS MESSAGES LATERALLY TO TRIP POSTS 
FOR DURATION OF PRESIDENT S/SECRETARY'S CURRENT TRIP TO 
MIDDLE EAST. THE DEPARTMENT SHOULD BE CARRIED AS INFO 
ADDRESSEE. THIS AUTHORIZATION MEANS: THAT NO PASSING 
SLUGS NEED BE INCORPORATED IN NODIS MESSAGES; THAT ALL 
POSTS WHICH SHOULD HAVE ACTION OR WHICH SHOULD BE DOWN 
FOR INFO SHOULD BE CARRIED AS FORMAL ADDRESSEES; THAT 
MESSAGES TO AND FROM POSTS WITH SYSTEMS IN COMMON WILL 
PASS THROUGH RELAY POINTS AUTOMATICALLY; AND THAT 
MESSAGES TO AND FROM POSTS WITH NO COMMON OFF-LINE CRYPTO 
SYSTEM, I.E., THAT MUST BE RELAYED THROUGH THE DEPARTMENT, 
WILL BE REENCRYPTED AND RETRANSMITTED BY THE OFFICE OF 
COMMUNICATIONS AUTOMATICALLY WITHOUT REFERRAL TO THE 
LIMITED OFFICIAL USE 

LIMITED OFFICIAL USE 

PAGE 03 STATE 119116 
OPERATIONS CENTER OR S/S. 

6. IN CONTRAST TO NORMAL PROCEDURES IT IS ABSOLUTELY 
ESSENTIAL THAT TRIP POSTS INSURE THAT ALL TOSEC/SECTO 
TRAFFIC BE GIVEN PRIORITY HANDLING AHEAD OF COMPETING 
TRAFFIC OF SIMILAR PRECEDENCE. AS SAFEGUARD, ALL TOSEC/ 
SECTO TRAFFIC SHOULD CARRY AT LEAST IMMEDIATE 
PRECEDENCE. 

7. POSTS ARE CAUTIONED NOT TO USE TOSEC/SECTO CAPTIONS 
WHEN SENDING THE TELEGRAM TO THE NEXT POST REPORTING THE 
LAST SPECIAL SERIES MESSAGE NUMBERS RECEIVED. ALSO COM- 
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MUNICATORS SHOULD REQUEST ACKNOWLEDGMENT OF RECEIPT FOR 
ALL LATERAL SPECIAL CAPTION MESSAGES CONCERNING THE 
TRIP. PARTICULAR ATTENTION SHOULD BE GIVEN TO POST 
(PARTY )-ORIGINATED MESSAGES OF HIGH PRECEDENCE. FLASH 
MESSAGES, FOR INSTANCE, MUST BE RESENT IF NOT ACKNOWLEDGED 
WITHIN 30 MINUTES. (EXPERIENCE AND DIFFICULTIES FROM 
PREVIOUS TRIPS INDICATE THESE PROCEDURES ARE PARTICULARLY 
IMPORTANT.) FINALLY, S/S SHOULD BE ALERTED IMMEDIATELY 

IF THE POST EXPERIENCES COMMUNICATIONS PROBLEMS WHICH 
WILL DELAY OR HALT MESSAGE TRAFFIC. 

8. CLASSIFICATION AND DISTRIBUTION CAPTIONS FOR TRIP- 
RELATED TRAFFIC TREATED SEPTEL. 

UNQUOTE KISSINGER 

LIMITED OFFICIAL USE 



« END OF DOCUMENT » 
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Message Attributes 



Automatic Decaptioning: Z 
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Channel Indicators: n/a 

Current Classification: UNCLASSIFIED 

Concepts: COMMUNICATIONS SECURITY 

Control Number: n/a 

Copy: SINGLE 

Draft Date: 07 JUN 1974 

Decaption Date: 28 MAY 2004 

Decaption Note: 25 YEAR REVIEW 

Disposition Action: RELEASED 

Disposition Approved on Date: 

Disposition Authority: golinofr 
Disposition Case Number: n/a 
Disposition Comment: 25 YEAR REVIEW 
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Disposition Event: 

Disposition History: n/a 
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Disposition Remarks: 

Document Number: 1974STATE1 191 16 

Document Source: ADS 

Document Unique ID: 00 

Drafter: S/S-0:JMEALUM:MNH 

Enclosure: n/a 

Executive Order: N/A 

Errors: n/a 

Film Number: D7401 46-0795 
From: STATE 
Handling Restrictions: n/a 
Image Path: 

ISecure: 1 
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Original Classification: LIMITED OFFICIAL USE 
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Page Count: 3 
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